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A cyber attack is a malicious and intentional attempt by an
individual or organization to break into another individual’s or
company’s information system. RS
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Usually the hacker ( very experienced operatbr in pértlcular
areas of computer science ) violates the viétim’s'network to
get some kind of advantage






The term malware deflnes « bad » softwa” of"" *‘rie"nstomware

viruses and worms.. Malware violates:a et wvulnerability,

typically when a userselects:a danger uk Iuﬂ(b al attachment
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1 ) Block access to the main components of the network (ransomware)

2) Install malware or other malicious:software:;:: ;i

3) Get information secretly by transmitting data from hard drive (spyware)
4) Interfering with certain components and making the system unusable



[Phlshlng

Phish ons that
seem t ' ole sc
purpose is to seize seNgiR f”data such as credit cards and
access information, or to ingall malware on the victim’s

computer. Phishing is an\inck@asingly common cyber threat.
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2..5nce the malware'has breached a device, a hagker may install the
software to process all of the victim’s data.
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denial-of-service attack

Adenial-of—serviee/attac sends.massive traffic
flows to systems; servers, neta:}»rks to,exhaust
their resources and bar h. As a_result, the
system under attack is on er ab}e tomeet
the legitimate Qemands o Igunch/suchan
attack, hackers‘can also use multiple
compromised devices: _//‘
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.-V\ZIr-\enf-l;_a-.h-aeker mserts maI|C|ous code into a server
thatuses SQL and forces it to make public
information-that-should normally remain
confidential. To perform a SQL |nJect|on S|mply add
malicious. code to the entry:box of a v%l rable
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Azero-day attg,cﬁ%'stritezés on as a vulnerability in.
e network is.e COJZ red, bot before a patch or &
!i& Ion can be im ethénted. Hackers are tar{géﬁzg

rability | vealedﬁq’"g"fhf?time‘v\‘/igd A
: | ey N

T -




Tunneling DNS

DNS tunneling uses the DNS protocol to transmit non-dns traffic to port 53. Use
DNS to send traffic with the HTTP protocol and other protocols. There are
several legitimate reasons to use DNS tunneling. However, DNS tunneling
services over VPNs are also used for malicious reasons. For example, they can
serve to disguise outgoing traffic as DNS, hiding data that is normally shared
over an Internet connection. If the use is malicious, DNS requests are |
manipulated to exfiltrate data from a compromised system and redirect it to the
hacker’s infrastructure. Tunneling can also be used for command and control
callbacks from the hacker’s infrastructure to a compromised sysitem. |
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